EDUCATOR TOOLKIT FOR TEACHER AND STUDENT PRIVACY

RESOURCES

Badass Teachers Association’s data privacy memes
http://www.badassteacher.org/bats-and-parent-coalition-for-student-privacy-teacher-privacy-toolkit-memes-to-share/

Breaches and cybersecurity incidents
https://k12cybersecure.com/

Campaign for a Commercial-Free Childhood’s Children’s Screen Time Action Network
https://screentimenetwork.org/

Consortium for School Networking (CoSN)
https://cosn.org/

“Data Breach Referral Memo” and “Collectively Bargained Privacy Protections in Right to Work States
Memo” issued by the American Federation of Teachers (AFT) in July 2018

https://www.studentprivacymatters.org/wp-content/uploads/2018/07/Data-Breach-Referral-Memo.pdf

https://www.studentprivacymatters.org/wp-content/uploads/2018/07/Memo-Collectively-Bargained-Privacy-
Protections-in-Right-to-Work-States.pdf

Data walls
https://www.studentprivacymatters.org/data-walls-must-come-down-we-will-help-parents-do-so/

https://www.washingtonpost.com/news/answer-sheet/wp/2014/02/14/how-data-walls-in-classrooms-can-humiliate-
young-kids/?utm_term=.a22b209d33c8

https://www.edsurge.com/news/2018-09-07-tear-down-that-wall-why-data-walls-may-cause-more-harm-than-good

Electronic Privacy Information Center (EPIC)
https://epic.org/state-policy/student-privacy/

Electronic Frontier Foundation (EFF) advice to maximize privacy settings when using Google Chromebooks
or G Suite for Education (i.e. Gmail or Google Docs)

https://www.eff.org/deeplinks/2015/11/guide-chromebook-privacy-settings-students
https://www.eff.org/deeplinks/2015/11/guide-google-account-privacy-settings-students

EFF report: “Spying on Students: School-issued devices and student privacy”
https://www.eff.org/files/2017/04/13/student-privacy-report.pdf

Fordham Center on Law and Information Policy (CLIP)
https://www.fordham.edu/info/20686/fordham_clip

Information on how Android mobile smartphone apps commonly used in school may be misusing teacher and
student information

https://www.washingtonpost.com/news/the-switch/wp/2017/07/27/we-tested-apps-for-children-half-failed-to-
protect-their-data/?utm_term=.1boicf5c3795

Access the searchable database of Android mobile smartphone apps:

https://www.appcensus.mobi/
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Local and state union resolutions and new business items (NBIs)

https://ra.nea.org/wp-content/uploads/2016/05/Reports_on_Implementation_of Actions_of _the_2015_
Representative_Assembly_2016.pdf (see p.12)

https://www.nea.org/assets/docs/New_Business_ NEA_Handbook_2018.pdf (see pp. 373 and 374)

Massachusetts Student Privacy Alliance, including contracts and model agreements with ed tech vendors
https://secure2.cpsd.us/a4l/

National Education Association (NEA) report: “Education Technology: Friend or Foe”
http://neatoday.org/wp-content/uploads/2016/06/20422-PB-Student-Data-Privacy-Ed-Tech.pdf

Network For Public Education’s report: “Online Learning: What Every Parent Should Know”
https://networkforpubliceducation.org/2018/03/10345/

Parent Toolkit for Student Privacy
https://www.studentprivacymatters.org/toolkit/

Quality of life survey reports by the Badass Teachers Association and the American Federation of Teachers
https://www.aft.org/sites/default/files/worklifesurveyresults2015.pdf

https://www.aft.org/sites/default/files/2017_eqwl_survey_web.pdf

Sample privacy resolution by the Illinois Federation of Teachers

https://www.ift-aft.org/your-union/resolutions-constitution/2016-ift-resolutions/lists/2016-resolutions/
resolution-no-5-appropriate-use-of-private-and-educational-data

Security risks to schools and their data systems, including recommendations for specific security protections
https://info.publicintelligence.net/FBI-CyberCriminalsSchools.pdf

https://www.ic3.gov/media/2018/180913.aspx
https://ifap.ed.gov/eannouncements/101617ALERT CyberAdvisoryNewTypeCyberExtortionThreat.html

U.S. Department of Education guidance letters related to the Family Educational Rights and Privacy Act
(FERPA) and the Protection of Pupil Rights Amendment (PPRA)

https://studentprivacy.ed.gov/topic/letters-importance

U.S. Department of Education Privacy Technical Assistance Center (PTAC) document on how the Terms of

Service of free websites and apps used at school may violate the Federal Educational Rights and Privacy Act
(FERPA)

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/TOS_Guidance_Mar2016.pdf

And don’t forget our websites:

Parent Coalition for Student Privacy at www.studentprivacymatters.org

Badass Teachers Association at www.badassteacher.org
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